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1 Introduction

This application note provides general guidance and tips on how to test products based on NXP Wi-Fi devices for
regulatory compliance (FCC, ETSI, etc.).

Users of this document will work with regulatory test labs and module vendors as needed to achieve the
certification of their product.

It is strongly recommended to review the content in this document prior to going to the lab for compliance testing.

1.1 Reference documents

Document type Description

Application note Wi-Fi Tx Power Management in FreeRTOS

1.2 Using certified modules

If you are using a wireless module in your product that has already been regulatory certified, we recommend
working closely with your module vendor when obtaining the regulatory certification for your product.

We also strongly recommend you use the same antenna used by your module vendor, or an antenna with lower
gain. Doing so may help reduce the testing needed to demonstrate compliance, which will help reduce cost and
delays to the project schedule.



2 Certification process overview

Regulatory certification is a multi-step process to be planned closely with regulatory test lab.

Start by determining the countries you plan to market your product. Each country may have their own regulations

that can affect:

e The allowable frequencies (channels) and channel bandwidths that your product may operate on

e  The maximum transmit power that is allowed for each channel

e Specific requirements for each operating frequency/channel (for example, adaptivity or Dynamic Frequency
Selection)

e The test schedule. Some certifications, like Dynamic Frequency Selection (DFS) may require longer time to get
certified.

Typical standards related to regulatory compliance include:
e FCC: Part15C
e ETSI EN 300 328, ETSI EN 301 893, ETSI EN 300 400

After determining the target certifications, work with the regulatory test lab to determine a test plan to
demonstrate compliance to the relevant requirements.



3 EMC/RF emissions

This section provides basic guidance for EMC/RF emissions tests. This test measures emissions transmitted at the

antenna to determine if they exceed regulatory limits. The limits and test conditions for these tests:

o Are defined in the regulatory domain (for example, FCC vs ETSI)

e May vary with the frequency/channel of operation (for example, 2.4 GHz band requirements may be different
from 5 GHz band requirements).

e May depend on the antenna gain

The regulatory requirements may restrict both in-band (for example, power spectral density) and out-of-band (for
example, harmonics of the signal) emissions.

3.1 Related parameters

For EMC/RF emissions testing, the key parameter that can be adjusted to meet compliance requirements is the Wi-
Fi transmit power. In general, the goal of compliance testing is to determine the highest transmit power level that
can be used that still meets regulatory requirements.

If the regulatory requirements still cannot be met after reducing the transmit power level, consider using an
antenna with lower gain. If you are using a certified module, contact your module vendor for assistance.

3.2 Test preparation

Prior to going to the lab for compliance testing, work with the regulatory test lab to put together a test plan. The
test plan will be based on:

e The countries (regulatory domains) that you plan to get certified for

e The frequencies/channels of operation (for example, 2.4 GHz and/or 5 GHz bands)

e The channel bandwidths of operation (20, 40, 80 MHz, etc.)

The test plan should include test cases which specify
e Bands, channels, channel bandwidths

e  Transmit power levels

e Data rates

If you are using a wireless module that was already certified, we recommend obtaining the power table from the
module vendor. The power table includes information on transmit power levels that are compliant for the specific
module design and relevant regulatory domain. This transmit power table should be the initial starting point for
compliance testing for your product.

3.3 General test procedure

The test procedures and limits are generally defined by the relevant regulatory standard from FCC, ETSI, etc. The
section below provides some general tips on how to configure the radio for these tests.

Step 1 - For each test case, configure the radio to the desired band, channel, channel bandwidth, transmit power
level and data rate. Look up the transmit power level for that particular radio configuration in the module’s
transmit power table.

Step 2 - Enable continuous transmission mode.

Step 3 - Measure emissions, as required by the relevant standard, and determine margin compared to limits. If
test case fails, adjust power setting down by 1 dB and remeasure. Continue until test cases passes. Record final
power setting and margin for passing condition.

Step 4 - Repeat the above process for all test cases.



3.4 After testing is completed

The Wi-Fi power table determines the transmit power levels used in normal operation out in the field. The power
table specifies the target transmit power level based on channel, channel bandwidth and data rate.

During compliance testing, it is strongly recommended to record the transmit power levels that meet the
regulatory requirements.

After compliance testing is completed, the entries in the power table may need to be adjusted to ensure that the
correct transmit power levels are used in the field.

Refer to the application note Wi-Fi Tx Power Management in FreeRTOS for instructions on how to update the
power table.



4 Channels and channel bandwidths

Each country defines the channels and channel bandwidth allowed for usage.

For example, in the 2.4 GHz band, generally only channels 1 through 11 are used for FCC. However, ETSI allows
operation on channels 1 through 13.

Work with the regulatory test lab to understand what channels are allowed for the countries for which you are
certifying.

Refer to the application note Wi-Fi Tx Power Management in FreeRTOS for instructions on how to update the list of
allowable channels.



5 Adaptivity
Adaptivity is required by the ETSI EN300 328 and ETSI EN 301 893 standards.

The adaptivity test confirms the ability of the radio to hold off transmitting when an interfering signal is present.
Meeting this requirement proves the radio can safely share the spectrum with other users.

If the maximum product transmitting power is less than +10 dBm EIRP, the adaptivity requirements do not apply.

5.1 Related parameters

The key radio parameter that can be adjusted to meet the adaptivity requirement is the ED-MAC threshold. The
ED-MAC threshold determines the sensitivity of the radio to interfering (non Wi-Fi) signals.

There is one ED MAC threshold used for all 2.4 GHz channels and another threshold used for all 5 GHz channels.
The ED MAC threshold can be enabled or disabled. By default, it is enabled by firmware for both the 2.4 and 5 GHz
bands.

The ED-MAC threshold may need to be tuned in order to pass the adaptivity test. However, you should also avoid
tuning the ED-MAC threshold to be unnecessarily sensitive, since doing so can impact performance.

5.2 Test preparation

Prior to going to the test lab for compliance testing, it is recommended to work with the lab to develop a test plan.
It is also recommended to review the test procedure in the section below to become familiar with the related
commands.

The test requires that the Unit Under Test (UUT) transmit data to a companion device. The purpose of the test is
to demonstrate that the data transmissions are paused when an interfering signal is present. Hence, it is
recommended to have a companion device (such as an Access Point) and a tool to generate data traffic (such as
iperf) available for the test. See the test diagram below, from ETSI EN 300 328 standard.
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Below are some typical questions about the product that may be asked by the test lab. A complete list is
contained in ETSI EN 301 893 standard, Annex G.

Ql: Does the LBE equipment operate as a Supervising Device and/or a Supervised Device?
Al: Client devices are referred to as Supervised Device, and AP devices are referred to as Supervising Devices.
See ETSI EN 301 893 V2.1.1 clause 4.2.7.3.2.2.

Q2: Does the LBE equipment makes use of note 1 in Table 7 or note 1 in Table 8?
A2: Table 7 is for Supervised Devices and Table 8 for Supervising Devices.
Q3: Does the LBE equipment operate as an Initiating Device and/or as a Responding Device?

A3: A client device can be classified as a Responding or Initiating Device, or both. See ETSI EN 301 893 V2.1.1
clause 4.2.7.3.2.6 and ETSI EN 301 893 V2.1.1.1 clause 4.2.7.3.2.7.

Q4: Which Priority Classes are implemented by the LBE equipment?
A4: Priority clause 1 with COT of 6 ms. See ETSI EN 301 893 V2.1.1 clause 4.2.7.3.2.4.

Q5: Does the LBE equipment implement option 1 or option 2 for the Energy Detection Threshold?
A5: Option 1. The threshold is fixed at -75 dBm/MHz. See ETSI EN 301 893 V2.1.1 clause 4.2.7.3.2.5.

Q6: Does the LBE equipment comply with the requirements contained in ETSI EN 301 893 V2.1.1 clause
4.2.7.3.2.6 and ETSI EN 301 893 V2.1.1 clause 4.2.7.3.2.7?

A6: Yes. The channel access mechanism can be done by declaration.

Q7: Does the LBE equipment implement option 1 or option 2 in case of multichannel operation?
A7: Option 2. See ETSI EN 301 893 V2.1.1 clause 5.4.9.3.2.3.2,

Q8: What is the maximum number of channels used for multichannel operation?
AS: If the device supports 802.11n, 2 channels are supported. If the device supports 802.11ac, 4 channels are
supported.



5.3 General test procedure

The test procedures and limits are generally defined by the ETSI standard. The section below provides some
general tips on how to configure the radio for these tests.

Step 1 - Configure the radio to the desired operating mode (band, channel, channel bandwidth) for the test case.
Step 2 - Generate data traffic as required (using a tool such as iperf).

Step 3 - Confirm that the ED-MAC threshold is enabled by running the following command.

#wlan-get-ed-mac-mode

The command returns a message showing the status of ED-MAC (enabled or disabled) and the current threshold
setting. The example message below shows the ED-MAC threshold is enabled for both 2.4 and 5 GHz bands, as
well as the current threshold setting.

#EU adaptivity for 2.4GHz band : Enabled

#Energy Detect threshold offset : 0X9

#EU adaptivity for 5GHz band : Enabled

#Energy Detect threshold offset : 0X5

Step 4 - Run the adaptivity test to demonstrate compliance

Step 5 - If the test passes, you have completed this test case. Otherwise you need to adjust the ED-MAC threshold,
using the command below:

Syntax: #wlan-set-ed-mac-mode <ed ctrl 2g> <ed offset 2g> <ed ctrl 5g> <ed offset 5g>
Where:

Parameter Description
ed_ctrl_2g Parameter used to enable or disable ED MAC threshold for 2.4 GHz
0: disable
1: enable
ed offset 2 g ED MAC threshold for 2.4 GHz band.

Hexadecimal value in units of dB
Range: 0x80 to Ox7F, (-128 to 127)

Default value: 0

ed_ctrl_5g Parameter used to enable or disable ED MAC threshold for 5 GHz
0: disable
1: enable

ed offset 5 g ED MAC threshold for 5 GHz band.

Hexadecimal value in units of dB
Range: 0x80 to Ox7F, (-128 to 127)

Default value: 0




Example for 2.4 GHz band:
Read the current ED-MAC threshold offset using command below:
#wlan-get-ed-mac-mode

In the example below, the current ED MAC threshold for 2.4 GHz is set to a value of 9

#EU adaptivity for 2.4GHz band : Enabled
#Energy Detect threshold offset : 0X9
#EU adaptivity for 5GHz band : Enabled
#Energy Detect threshold offset : 0X5

Reduce the threshold value by 1 dB by typing in the command below:
fwlan-set-ed-mac-mode 1 0x8 1 0x5

Run the adaptivity test. If it still fails, reduce the threshold again and run the test again. Keep adjusting the
threshold value and running the test until it passes. Record the value at which the test passes.

Example for 5 GHz band:
Read the current ED-MAC threshold offset using command below:
#wlan-get-ed-mac-mode

In the example below, the current ED MAC threshold for 5 GHz is set to a value of 5

#EU adaptivity for 2.4GHz band : Enabled
#Energy Detect threshold offset : 0X9
#EU adaptivity for 5GHz band : Enabled
#Energy Detect threshold offset : 0X5

Reduce the threshold value by 1 dB by typing in the command below:
#fwlan-set-ed-mac-mode 1 0x9 1 O0x4

Run the adaptivity test. If it still fails, reduce the threshold again and run the test again. Keep adjusting the
threshold value and running the test until it passes. Record the value at which the test passes.

Step 6 — Repeat the steps 1 to 5 until the test passes for all cases. Record all the final offset value.

5.4 After testing is completed

If the ED-MAC threshold required tuning in order to pass the compliance test, it is important to log the passing
value of the threshold. As there is only one ED-MAC threshold for each band, choose the lowest passing value for
that band.

The system software must then set the ED MAC threshold when the product boots, in order to ensure compliance
when the product is used in the field, using the wlan-set-ed-mac-mode command.

Confirm the new offset values are correctly programmed by reading back the values using command below and
confirm that the settings match.

#wlan-get-ed-mac-mode



6 DFS

Dynamic Frequency Selection (DFS) is required by FCC, ETSI and other countries when operating on certain
channels. DFS is a scheme that allows wireless networks to operate in certain bands used by radar systems. The
requirements and test procedure can vary by country.

When a DFS master (in a Wi-Fi network, this is typically the role of the Access Point) detects radar on the current
channel, it stops operating on that channel and moves to a new channel.

The DFS master informs the DFS slaves (in a Wi-Fi network, this is typically the Stations, or Client devices) when a
channel change is required.

DFS compliance testing is required to operate on channels that require DFS.

DFS slave operation is enabled by default in firmware.

Work with the test lab to prepare a test plan prior to going to the lab for certification.
Note: DFS master testing is not covered in this revision of the document.



7 Acronyms and abbreviations

Acronym Definition
DFS Dynamic Frequency Selection
ED-MAC Energy Detect - Media/Medium Access Controller
EIRP Effective Isotropic Radiated Power
EMC Electromagnetic Compatibility
ETSI European Telecommunications Standards Institute
FCC Federal Communications Commission
RF Radio Frequency




8 Legal Information

8.1 Disclaimers

Limited warranty and liability — Information in this document is
believed to be accurate and reliable. However, NXP Semiconductors
does not give any representations or warranties, expressed or implied,
as to the accuracy or completeness of such information and shall have
no liability for the consequences of use of such information. NXP
Semiconductors takes no responsibility for the content in this
document if provided by an information source outside of NXP
Semiconductors. In no event shall NXP Semiconductors be liable for
any indirect, incidental, punitive, special or consequential damages
(including - without limitation - lost profits, lost savings, business
interruption, costs related to the removal or replacement of any
products or rework charges) whether or not such damages are based
on tort (including negligence), warranty, breach of contract or any other
legal theory. Notwithstanding any damages that customer might incur
for any reason whatsoever, NXP Semiconductors’ aggregate and
cumulative liability towards customer for the products described herein
shall be limited in accordance with the Terms and conditions of
commercial sale of NXP Semiconductors.

Right to make changes — NXP Semiconductors reserves the right to
make changes to information published in this document, including
without limitation specifications and product descriptions, at any time
and without notice. This document supersedes and replaces all
information supplied prior to the publication hereof.

Suitability for use — NXP Semiconductors products are not designed,
authorized or warranted to be suitable for use in life support, life-critical
or safety-critical systems or equipment, nor in applications where
failure or malfunction of an NXP Semiconductors product can
reasonably be expected to result in personal injury, death or severe
property or environmental damage. NXP Semiconductors and its
suppliers accept no liability for inclusion and/or use of NXP
Semiconductors products in such equipment or applications and
therefore such inclusion and/or use is at the customer’s own risk.

Applications — Applications that are described herein for any of these
products are for illustrative purposes only. NXP Semiconductors
makes no representation or warranty that such applications will be
suitable for the specified use without further testing or modification.
Customers are responsible for the design and operation of their
applications and products using NXP Semiconductors products, and
NXP Semiconductors accepts no liability for any assistance with
applications or customer product design. It is customer's sole
responsibility to determine whether the NXP Semiconductors product
is suitable and fit for the customer’s applications and products planned,
as well as for the planned application and use of customer’s third party
customer(s). Customers should provide appropriate design and
operating safeguards to minimize the risks associated with their
applications and products. NXP Semiconductors does not accept any
liability related to any default, damage, costs or problem which is based
on any weakness or default in the customer’s applications or products,
or the application or use by customer’s third party customer(s).
Customer is responsible for doing all necessary testing for the
customer’s applications and products using NXP Semiconductors
products in order to avoid a default of the applications and the products
or of the application or use by customer’s third party customer(s). NXP
does not accept any liability in this respect.

Export control — This document as well as the item(s) described
herein may be subject to export control regulations. Export might
require a prior authorization from competent authorities.

Evaluation products — This product is provided on an “as is” and
“‘with all faults” basis for evaluation purposes only. NXP
Semiconductors, its affiliates and their suppliers expressly disclaim all
warranties, whether express, implied or statutory, including but not
limited to the implied warranties of non-infringement, merchantability
and fitness for a particular purpose. The entire risk as to the quality, or
arising out of the use or performance, of this product remains with
customer. In no event shall NXP Semiconductors, its affiliates or their
suppliers be liable to customer for any special, indirect, consequential,
punitive or incidental damages (including without limitation damages
for loss of business, business interruption, loss of use, loss of data or
information, and the like) arising out the use of or inability to use the

product, whether or not based on tort (including negligence), strict
liability, breach of contract, breach of warranty or any other theory,
even if advised of the possibility of such damages. Notwithstanding any
damages that customer might incur for any reason whatsoever
(including without limitation, all damages referenced above and all
direct or general damages), the entire liability of NXP Semiconductors,
its affiliates and their suppliers and customer’s exclusive remedy for all
of the foregoing shall be limited to actual damages incurred by
customer based on reasonable reliance up to the greater of the amount
actually paid by customer for the product or five dollars (US$5.00). The
foregoing limitations, exclusions and disclaimers shall apply to the
maximum extent permitted by applicable law, even if any remedy fails
of its essential purpose.

Translations — A non-English (translated) version of a document is
for reference only. The English version shall prevail in case of any
discrepancy between the translated and English versions.

8.2 Trademarks

Notice: All referenced brands, product names, service names and
trademarks are the property of their respective owners.
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